Cybersecurity in Community Banking  Denver  July 16 – 18, 2017
SUNDAY, JULY 16: Opening Reception at the Grand Hyatt Denver  600 to 800 PM
Talk shop and get acquainted with colleagues and speakers over beverages and heavy appetizers
Program could be subject to change. Full breakfast will be available at 7:30 a.m. on both conference days.

Monday, July 17

TRACK ONE: Management Focus

TRACK TWO: Info Security/Tech Focus

830 AM

OPENING REMARKS

845 AM

OPENING KEYNOTE: The Tomorrow of Cybersecurity and Community Banking
Dave Mahon, Chief Security Officer  CenturyLink Inc.

As the chief security officer for CenturyLink since 2011, R. David Mahon is responsible for enterprise-wide security strategy, information security, cyber defense, critical infrastructure protection, physical
security, network fraud and abuse, industrial security, international travel security, threat intelligence, workplace violence prevention, executive protection, and investigations. He serves as liaison with
the National Security Telecommunications Advisory Council and National Cybersecurity and Communications Integration Center as well as federal and state law enforcement and homeland security
agencies. Earlier in his career, he was a supervisory special agent with the FBI, responsible for investigating violations of federal statutes in which the internet, computer systems, computer systems and
networks were exploited as the targets of terrorist organization, foreign government-sponsored intelligence operations, and criminal activities. During his career with the FBI, he managed programs
related to white collar crime, crisis management, and critical infrastructure protection. He is a member of the US Department of State’s Overseas Security Advisory Council, International Security
Management Association, Telecommunications Security Association, Domestic Security Advisory Council, and Society of Former Special Agents of the FBI.

1030 AM

HOW MACHINE LEARNING AND BIG DATA IS IMPROVING EMAIL SECURITY
RISKS, REALITY AND REAL-WORLD STRATEGY
John Devenyns, VP–Cyber Security Consulting  BAE Systems Applied Intelligence Steve Sanders, VP–Internal Audit  Computer Services Inc.
Email remains one of the top targets for cyber criminals worldwide. John will discuss why malicious
emails go undetected and how a single email has the potential to shut a business down. He’ll share
best practices for protecting users from email-borne threats, and the ways big data and machine
learning are being be leveraged by next-generation solutions can protect against the latest attacks.

1130 AM

In his current role of internal audit department leader, Steve oversees the evaluation of risks
associated with IT, financial and operational systems. He has strong knowledge of cybersecurity
and privacy and an educational background in computer security and data protection. He holds a
Certification in Risk Management Assurance and Certified in Risk and Information Systems
Control, among others.

LUNCH AND SPONSOR BREAKOUTS: drill down, ask questions, and learn about solutions
1145 to 1215 ............................. Darktrace
1230 to 100 ............................. BAE Systems

130 PM

245 PM

400 PM

SIX CRITICAL ANSWERS EVERY DIRECTOR SHOULD KNOW ABOUT CYBERSECURITY THE ENTERPRISE IMMUNE SYSTEM
Jesse Hood, Cyber Security Executive  Darktrace
Steve Sanders, VP–Internal Audit  Computer Services Inc.
A regular speaker at national conferences on info security and technology audit-related topics,
Steve has facilitated the organization’s transition to a comprehensive risk-based process and
served as manager of CSI’s eSecurity Consulting group. He blogs on a variety of topics related to
technology, cybersecurity and the financial services industry.

Discover how new machine learning and mathematics are automating advanced cyber defense;
why 100% network visibility allows you to detect threats as they happen or before they happen;
how smart prioritization and visualization of threats allows for better resource allocation and lower
risk. Get real-world examples of unknown threats detected by ‘immune system’ technology.

TRENDS IN CYBERCRIME
Isaac Barnes, Assistant to the Special Agent in Charge  U.S. Secret Service

FFIEC IT GUIDANCE AND IMPLEMENTATION
Brian Brown, CISA, Senior IT Examiner  Federal Reserve Bank of Kansas City

What do highly publicized security breaches and big-company vulnerabilities mean for your bank
and its reputation? Ike will break down what types of cyber crimes he’s seeing on a national level,
describe the various kinds (and motivations) of groups committing these crimes. You’ll learn about
the Colorado Electronic Crimes Task Force and its goal of combating electronic crimes.

For the past seven of his 18 years with the FRB, Brian has focused on information technology
exams of banks, technology service providers, and software products. His gift for distilling,
clarifying, and putting complex ideas in context makes his presentations comprehensible and
memorable for audiences of varied backgrounds.

REGULATORY ROUNDTABLE

Federal Reserve Bank, Federal Bureau of Investigation, Office of the Comptroller of the Currency, and U.S. Secret Service

600 to 1000 PM

EVENING ACTIVITY: COLORADO ROCKIES GAME

Enjoy dinner, continue conversations, and take in America’s pastime from a club-level suite

Cybersecurity in Community Banking  Denver  July 16
16—
—18, 2017

Tuesday, July 18
745 AM

TRACK ONE: Management Focus

TRACK TWO: Info Security/Tech Focus

Sponsor Breakout: drill down, ask questions, and learn about solutions
BAE Systems

830 AM

GENERAL SESSION: Emerging Cybersecurity Threats and Risks
Ron Hulshizer, Managing Director–IT Risk Services  BKD, LLC.
Ron will review and elaborate on certain ongoing threats and risks in the financial services industry and call attention to some of regulatory hot buttons bank should keep in mind to help manage their
risks. In addition, he’ll discuss ten best practices banks should adhere to. For the past 25 years, Ron has helped companies with information technology, security, and financial accounting issues. His
primary focus is delivering cybersecurity and internal audit technology and IT services to financial institutions. Prior to joining BKD, Ron worked for technology firms and was responsible for financial and
operational aspects including IT operations and data centers. He is a graduate of James Madison University; he earned a master’s of business administration degree from Ashland University.

1000 AM

ROUNDTABLE: MANAGEMENT
Facilitator: Chris Hill, SVP and CFO  Bankers’ Bank of the West

1130 AM

ROUNDTABLE: INFORMATION SECURITY AND TECHNOLOGY
Facilitator: Anne Benigsen, CISSP, First VP – IS & IT  Bankers’ Bank of the West

LUNCH

Reminder: CPF documentation will be available this afternoon

1230 PM

CYBER SECURITY: IT’S LIKE THE BRAKES ON YOUR CAR
Stig Ravdal, Founder and CEO  Ravdal Inc.
In this complex and rapidly changing world, community bank boards and executives need to think
critically about cyber threats. Media reports of breaches make it clear that cyber security is not an IT
issue: It’s everyone’s business. This session will focus on elements of a proven, practical program
for risk mitigation that addresses current and emergent regulations. Stig will talk about the need for
end-to-end risk management, third-party security, and incident response capability, and more.

130 PM

REDUCING SECURITY RISK WITH PATCH MANAGEMENT
AND TRUSTED EMAIL PROGRAMS
D.J. Schleen, Security Architect  Ravdal Inc.
This session will explore some of the top security concerns today and focus on how the bank can
reduce its overall security risk by implementing trusted email and patch management programs. DJ
will also discuss what motivates a hacker, how the threat of ransomware will influence security
priorities in the future, and the top security attack vectors facing organizations right now.

CLOSING KEYNOTE: Cybercrime Exposed

Brett Johnson, “The Original Internet Godfather”  Anglerphish Security
Brett Johnson will discuss the latest methods of attack by online criminals and ways to best circumvent those attacks: phishing, defeating two factor authentication, ransomware, card-not-present fraud,
and more. He speaks from nearly 20 years’ experience in cybercrime during which he was instrumental in developing many online fraud tactics still seen today. Considered one of the best social engineers in the world, Brett was hired by the U.S. Secret Service as a consultant, informant and trainer upon his capture in 2005. After a subsequent crime spree, imprisonment, escape, recapture, and
7-1/2 years in prison, he took responsibility for his actions and turned his focus to helping others avoid the types of crime he used to commit. Brett’s viewpoint and understanding of cybercrime unique
and unavailable anywhere else on the planet.
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